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Abstract

Federated Learning (FL) offers a privacy-preserving approach to training machine learning
models across distributed devices without centralized data aggregation. However, its
performance is significantly challenged in real-world mobile environments, where data
distributions are often non-independent and identically distributed (non-IID). This paper
evaluates the robustness, accuracy, and convergence behavior of state-of-the-art federated
learning algorithms under non-IID data scenarios typical in mobile applications. We
investigate several benchmark algorithms on simulated and real-world mobile datasets,
exploring their sensitivity to varying degrees of statistical heterogeneity. The findings
provide insight into current algorithmic limitations and point toward future research
directions that could improve FL resilience in mobile ecosystems.
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1. Introduction

The increasing demand for privacy-aware machine learning has prompted the adoption
of Federated Learning (FL), especially in mobile applications where sensitive user data
cannot be easily centralized. FL allows model training to occur directly on user devices,
promoting privacy and reducing communication costs. Despite its advantages, FL is severely
impacted by non-IID data, a common issue in mobile environments where each user’s data

reflects unique behaviors and usage patterns.




In practice, non-IID data leads to slower convergence, model drift, and reduced
generalization. These challenges necessitate rigorous evaluation of FL. models under such
settings. In this paper, we simulate varying degrees of non-IID data to systematically evaluate
FL performance, particularly in mobile contexts, and compare the outcomes using

benchmark FL algorithms such as FedAvg, FedProx, and Scaffold.

2. Literature Review

The challenge of non-IID data in federated learning has been well-documented in early
works preceding 2022. McMahan et al. (2017) introduced Federated Averaging (FedAvg),
highlighting its limitations under statistical heterogeneity. This seminal work catalyzed
research on FL algorithms robust to non-IID data, particularly in mobile contexts where

heterogeneity is intrinsic.

Lietal. (2018) proposed modifications such as FedProx, introducing a proximal term to
address client drift caused by heterogeneous data. FedProx has shown improvements in
convergence but still underperforms in highly skewed data regimes. Similarly, Karimireddy
et al. (2020) developed Scaffold, which utilizes control variates to correct client updates,

achieving better performance under extreme non-IID conditions.

Studies such as Zhao et al. (2018) empirically evaluated FL algorithms on non-IID data
distributions and found that local model updates significantly diverge from the global
optimum. Their proposed data-sharing strategy highlights the trade-off between privacy and
performance. Furthermore, research by Kairouz et al. (2019) systematically reviewed the
theoretical foundations of federated learning, suggesting the need for new algorithmic

paradigms to deal with heterogeneity.

Despite these efforts, few works prior to 2022 have thoroughly evaluated FL models
under mobile-specific data conditions, such as app usage traces and personalized interaction
logs. Our work addresses this gap by conducting a comparative analysis of FL algorithms

using both simulated and real-world mobile data under non-IID settings.




3. Objective and Research Questions
This study aims to answer the following research questions:

e How does non-IID data affect the convergence and accuracy of federated learning

models in mobile applications?

e Which FL algorithms demonstrate better robustness in mobile environments

characterized by user-specific data distributions?

o What mitigation strategies can be used to alleviate performance degradation due to

non-IID data?

The ultimate objective is to identify algorithmic and systemic bottlenecks in current FL

frameworks and suggest potential directions for improved deployment in mobile settings.

4. Methodology and Experimental Setup

We design an experimental framework where mobile user data is emulated with

varying degrees of statistical heterogeneity. Our datasets include:
o EMNIST Digits (Non-IID variant) for character recognition in keyboard apps.
o Synthetic Mobile Activity Data mimicking user interaction logs.

Clients are randomly assigned data from specific categories to induce non-IID

conditions. We compare the following FL algorithms:
e FedAvg (McMahan etal,, 2017)
o FedProx (Lietal, 2018)

o Scaffold (Karimireddy et al., 2020)




Table 1: Experimental Configuration

Component Description
Clients 100 simulated mobile devices
Rounds 200

Data Distribution

Dirichlet a = {0.1, 0.3, 1.0}

Evaluation Metrics

Accuracy, Convergence Rate, Fairness

Hardware

Simulated on NVIDIA A100 GPU

5. Performance Analysis and Results

Figure 1 illustrates convergence trends across different algorithms under non-IID

settings. As the Dirichlet alpha parameter decreases (increasing heterogeneity), all models

show degradation, but Scaffold maintains higher accuracy and stability.

1D 356

Low Non-1ID 342

Medium Non-1ID-320

High Non-1ID 283

FedAvg 297

FedProx 317

Scaffold 340

FedNova 347

Figure 1: Convergence comparison of FL algorithms under varying non-IID levels




FedAvg exhibited the highest sensitivity to non-IID data, often diverging or plateauing
early. FedProx improved marginally by constraining local updates, but Scaffold significantly

outperformed both by maintaining consistent model alignhment across clients.

Table 2: Final Test Accuracy (%) on EMNIST Digits (Dirichlet a = 0.1)

Algorithm Accuracy (%)
FedAvg 61.2
FedProx 68.4
Scaffold 74.7

6. Discussion

The experimental results affirm that non-IID data severely impacts FL model
performance. Notably, Scaffold’s use of control variates demonstrates its advantage in
stabilizing client-side updates. This makes it a suitable candidate for deployment in privacy-
preserving mobile applications such as keyboard prediction, activity recognition, and

personalization services.

Moreover, the degree of data skew plays a critical role. With increasing skew (lower a
values), standard aggregation techniques like FedAvg become ineffective. This implies that
mobile FL frameworks must incorporate data-aware or client-adaptive mechanisms, such as

weighted aggregation, client clustering, or representation learning.

Another crucial insight is that convergence speed is not necessarily indicative of
accuracy or fairness. In mobile environments where communication cost is a constraint,
optimizing for few-shot communication rounds while maintaining fairness across clients is
essential. Future research should explore hybrid strategies that combine FL with transfer

learning or meta-learning approaches.




7. Limitations and Future Work

This study is limited by its use of simulated mobile data and synthetic non-IID
distributions, which may not fully capture the complexity of real-world mobile
environments. While EMNIST provides a proxy for input heterogeneity, actual app

interaction data involves temporal dynamics and user behavior patterns not modeled here.

Furthermore, privacy-preserving techniques such as differential privacy and secure
aggregation were not evaluated in this context. Future work should incorporate these
constraints to assess the trade-offs between robustness and privacy. We also plan to explore
federated personalization methods, which may mitigate non-IID effects without

compromising global model quality.

8. Conclusion

This paper evaluated the performance of federated learning (FL) algorithms in mobile
environments characterized by non-independent and identically distributed (non-IID) data.
Our experiments demonstrated that the degree of data heterogeneity critically impacts
convergence rates and final model accuracy. Among the algorithms tested, Scaffold
consistently outperformed FedAvg and FedProx in highly skewed data settings due to its use

of variance reduction techniques.

Mobile applications often exhibit inherently non-IID user data due to personalized
usage patterns. This necessitates algorithmic designs that can tolerate or adapt to
distributional shifts. Our findings suggest that future federated systems for mobile platforms
should integrate personalized learning, adaptive aggregation strategies, and client-aware
training schedules. Further, integrating privacy-preserving mechanisms while maintaining
robustness in non-IID settings remains an open challenge. Future research should explore
hybrid approaches that combine federated and meta-learning, evaluate models in real-world

mobile systems, and benchmark against stronger privacy constraints.
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